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Introduction

The example provided here is a guide for how to do your task on a Microsoft Windows 2000
system. Please note that your computer might vary from the example. If so, you will still be able
to do the task, but it might take some effort to get your version of Windows to do the same thing.

In the example, you’ll find the notation A—~B—C. This means that you need to use the left mouse
button to select the A menu item, then use the left mouse button again to select the B menu
item, and again to select the C menu item.

In most cases, the first [EEEErTEE =100 x|
item listed is the Start : 3
. & = -
menu. Start is part of Eﬁ Back  Fomard ;E:m \Web Help
the Windows Task Bar I, - |

and is often found at Condents | Index  Search | Favarites |
the bottom of your Type in the kepword to find: MW

screen display. The | ndows 2000
Start menu is usually Profmhnﬂ

found at the left side of L5t Tiomes m
the Task Bar. So, to Select Togic ko display:

display general Windows "
2000 help, do
[ Ll

Start—Help. When you
do that, you ought to
see a new window that
looks like the first Start Here
picture, Microsoft ——— W Find it fast
Windows 2000 B If you've used

Professional, Start Windows before
B Trouhleshooting
Here.

B Information and
support on the
Web

[isplay i 1955-199% Microsoft Corporation.

All rights reserved. ;I

Operating an Anti-Virus Program

This section shows examples of some of the tasks you need to do when using an anti-virus
program on your home computer. These examples use Norton AntiVirus™ 2002. We'll use the
DURCH tests described in Task 1 - Install and Use Anti-Virus Programs to see how Norton’s
AntiVirus 2002 satisfies each of these tests.
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The first window in this section
shows the main window for
Norton AntiVirus 2002. Through
this window, you find the
answers to the courthouse
tests. You can get to this
window through

Start—Programs—Norton
AntiVirus—Norton AntiVirus
2002.

{ =
,symantﬂ:, Liu@a‘le g&-ﬁi

|N orton AntiVirus

o
Status| 4 Security Scanning Features
Sean for Vinises ¥ puito-Pratect Cn el
- . . protection fom .
Repors &) Email Scanning on wirLigEe snd other
= malcious fhreats,
'-? Script Blocking on [
| rhigreint
3 Full Systern Scan Mot completed ||
Winus Definilion Sendce
':F Wirgs Definitions TIAz00z
\ & gubseription Service Q52003
N, -
& automae Livelpdate on
S
Norton AntiVirus 2002

The first test is the demand test. Norton’s product changes the menu options for Windows
Explorer File Browser so that you can check a file or folder on demand. To do this checking, first
go to the folder that contains the file you wish to scan. Next, select the file and then click on that
file with the right mouse button. Select the Scan with Norton AntiVirus menu item as shown in the

next window.
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ﬁx_ = Mame + | Size | Type | ModFied | a|
"'-_] L NAVTasks.dll 120KE  Apclication Extension  2/27/2002 11:03 &M
b MAYTsEN z.Cl 228KB  Appication Extension 22702002 11:03 &M
Norton AntiVirus %] oL di I4BKE  Appication Extension  2/27/2002 11:07 &M
Enuwui.nsi i KB MSIFile SH2001 3:41 FM
NAVWI2 ENF’.W:BZ.CNI’ GKE  CMT Fie BI5/200Z 7:50 AM
Application o “UB Apchcation 2{27/2002 11:28 AN
ModFied: 2/27{2002 11:23 AM lolna o GID File 6/10/2001 1:43 AN
na o Help File 2/13/2002 9:17 FM
S B.G KD [%] na Apphcation Extengion  Z/Z7IZ00Z 11:00 &M
Abributes: {normat) h_;l.Na e PRGN AntWines Appfcation ZIZFIZ00F 6:25 PM
|3'| e B Add ko Bip Application Extension 272002 10:50 AM
|£| Gl B0 Add bo MAVWSE, zip Application Extension  2/27/2002 11:10 &M
|£| Pa Application Extension 1271772001 6:16 PM
: Send To L
%] qox Application Extension 202712002 11:09 4M
pisp 3 Application 22T12002 6:24 PM
Help File 2{27{2002 11:10 AM
Cut Application 22712002 11:29 AM
Copy Appication Extension  2/27/2002 11:10 AN
Paste AT Fie FIL919BE 7200 AM
Creabe Shorkeut Text Document 122002 7:22 PM
Delete Appication Extension  2/27/2002 10:48 AM
REnams Appication Extension  2/272002 10:47 AM
] fppfication Exbension /2702002 10:36 &M
e DAT Fie Z{14/2001 7:00 &M
EI Seandher.dll TG KE  Appication Extension 20272002 10:15 AWM ;l



&

Once selected, the Scan: Scan: Summary
Summary window shows the 1 Scan Progress
results of that_scan. Tr_]e file o T
selected contains no virus. 2 Repair Wizard s s
This feature means that | | Srantne SECOER)
Norton AntiVirus 2002 passes S Action: Files  Master Bool Record  Boot Record
the on demand test. Quarantine Seanned: p T 2
Deleta [F | Infected: 1] a 1]
Fepaired: a i} a
3 Summary Duarariinzd: i
Dielatad: 1]
Finished | | More Detals
."-\R .....
Next, virus signatures need to BEmm—
be upd’ated daily. With b Auio-Protect %ﬂtﬂmaﬁﬂ LivaUpdate *Help
Norton’s product, you enable —

Senpt Blocking
F Manual Scan

this feature by clicking the

How 10 Kepodnes protectioh ipdated

Options—Live Update buttons.

Exclusions
You then select both Enable
automatic LiveUpdate and Intermet
Apply updates without Ernail

interrupting me (recommended) “

as the picture shows. Other
Although you cannot schedule Aciivity Log
when the update happens, .
the documentation, which you
can view by selecting Help,
explains that updates happen
when you are connected to
the Internet. With this option,
Norton AntiVirus 2002 passes
the update test.
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¥ Enable gutsmatic Livelpdale
& Apphy updates without inferrupling mea (recommendad)

[E Molify rme when updates are available
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What happens if a virus is
detected? This is the
respond test. With the
Norton product, you can
decide what happens when

Script Blocking
¥ Manual Scan
Extlugions

WAAHGSITI  Auto-Protect =

: | How (o stay protected

W Enable Aulo-Frotect frecomimendead)

a virus is detected through

the Options menu item. Internet
When selected, the Ernail

F# Start Auto-Protect wehen Vindows sfars up (recommended)
W Show thie suto-Profect icon in the tray

Auto-Protect window Livelpdate
(shown) is displayed. Notice
that the default actionisto :

fetwitylog

automatically repair the
infected file and this action
is the recommended one.
You also have other options
in the window.

Migcellanaous

| How to respond when a virus is found

& putormatically repalr e infected file drecommended)
T Try to rapair hen quaramtine if unsuccasshol
© Dery access tothe infeced file

Which file types to scan for viruses

% amprehensive file scanning (recommended)

" Seanfiles using SmartSean Lustomize,
| | T
With viruses discovered in ! :
email, you have the options = o == =
! : b Aut-Frotect | ‘Email Scanning Help

that are shown in the next _ . =

indow, Email Scannin SerptBlockng . H
win o .g' b Manual Scan §|mamsm
These options are available =~ oo - | — :

Euclusions FF Scan incoming Email recommended)

When you SeIeCt F# Scan oulgoing Email (recommended)
Options—Email. Again, you  Internet | fuigeng

should select all the
recommended defaults.
These give the maximum
amount of scanning and
repair (where possible).

Other
Aty Log
Mizcellaneous

| How o respond when awirus |s found
| Lwellpoate | & Autamaticzlly repair the infected file (recommendsd)

" Askmewhalto do
" Repair then guaranting ifunsucces il
o air then silenthy quaranting iMunsuccessiul

With these tests enabled as
shown, the Norton AntiVirus
meets the respond test.

Deraut A1

& Repalr then gllenty delete f ensuccessiul

| What to do when scanning Email
W Protect againzt tirmeots (fecommendad)
R Lisplay tray lcon
F Display progress indicatorwhen sending email

| 0K “ Cancel || Page Delaulls 1

Next is the check test. In Norton AntiVirus 2002, this feature is called Auto-Protect. By clicking the
left mouse button on the Auto-Protect button and then selecting More Info, you see a window
(shown below) explaining how Auto-Protect works and how to troubleshoot errors.
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Heeg Auto-Protect turned on (enabled) &t &l times to prevent viruses from infecting your computer. Auto-Protect works inthe background, wihout
intesrupting your work.

Avto-Protect automatically:

2 Detects and protecis you against all types of viruses, Including macro viruses, boot sector viruses and memory residert viruses and Trojan
horses, vw:lrnls and other malicious code.

2 Protects yvour compuler fram viruzes transmited through the internet, ehecking &l files you dowrload from the Internet, including Java Applets an
ActiveX controls.

2 Checks for viruses every time you use software programs on your computer, insert floppy disks or other removable media, modify or access
documents, keeping your system safe at all imes.

2 Monitors your computer for any unusual symgtoms that may indicate an active virus,

Turming on/off Auto-Protect

To turn Auto-Protect on or off, &t the top of the Morton Antivirus main window | click Options. Under System, click Auto-Protect, and then
checkiuncheck Enable Auto-Protect.

Error troubleshooting
If &uto-Protect dizpleys an "Error" stefus:

1 Turn on Auta-Pratect using the procedure described above.
2 If step 1 does not fix the error, restart your compuer,
3 It step 2 does not fix the error, uninstal and reinstall Norfon Antivirus.

_|rMore Info... Click for more information,

Also enable the Email Scanning and Script Blocking checks. To learn more about what they do,
follow the same procedure and read the information available through More Info. With
Auto-Protect, Email Scanning, and Script Blocking checks enabled, Norton AntiVirus 2002 passes
the check test.

The final test is the heuristics " — :
test. With Norton AntiVirus " ° = Bloodhound ™ el |

2002, selecting u

Options—AutoProtect—

BI dh d t Advanced How o protect mmmﬂﬂnﬂ“mum“mm
oodhound turns on Ll

. Seript Blocking [* Enable Bloodhound heurstics recommandad)
heuristics test§. The w Manual Gcan € Highest level of protection
Bloodhound window appears Bloadhound & Dafault vl of protection (recommended
as shown here. The defaults Extlusians '

. | T Loweest leval of protection
in our example screen are the

recommended ones. Verify ntermet

that they are, in fact, what Email
are set up and turned on for | LveUedat N
your computer. Other

Arlivily Log

Kiscallanaous

[ o [ coneet ] roge0ermast]

By selecting Help, you’ll see an explanation of what the Bloodhound tests do, as shown next.
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MNorton Antivirus inciudes a technology called Bloodhound, which dramaticaly increases
your wirus protection agesinst new and unknown virvses.

Bloodhound isoletes and locates the various logicel regions of & file and then analvzes the
program logic for virus-like behavior. Bloodhound detects & high percentage of unknoswn
viruses., In eddition, Morton Antivirus detects unknown virvses by montoring activity on
vour camputer for behaviors thet uirﬁses typically perform . When a sUuspicious activity is
detected, Morton 2ntivirus prevents the action from continuing,

How to protect against new and unknown viruses

Enable Bloodhound heuristics (recommended) Enable or dizable Bloodhound by selecting or
unszelecting the check box. If Bloodhound is enabled, you can also specify Bloodhound's
degree of senzitivity to possible viruses. & higher level of protection increazes your virus
protection againzt difficutt to detect and unknovvn viruses, and may cause scanning to take
a bit longer .

So then, according to the DURCH tests, the Norton AntiVirus 2002 product passes and should be
considered a viable candidate for you to use to combat intruders who attempt to gain access to
your home computer using viruses and worms.

Installing Patches

Windows 2000 provides a quick way to get to patches and updates using your Internet
connection. Select this "Windows Update” web site at Microsoft by selecting Start—Windows
Update. When you do this, you see the picture to the right. By selecting the Scan for updates
button, you check the patches installed on your computer against the latest set of patches
available from Microsoft. Please read the information in the Note button to learn how this update
scheme works and how it maintains your home computer’s privacy.

[Fe £ View Fomkes Tod: Help -
4-&.-.”-&'@-;;1‘, Pseanch [afFavomss fHeds of | B Sh S~ 5 &
Addeess [g btk vt mindsesupdate. microsoft.comengdefauk asp 3 &G0 | Links

I " I indows Update

Bome | Windows (atalog | Office Update | Windows Update Worldmide

Windows Lipdate Welcome to Windows Update
- =

Be — et the lsbest updates svalsbl= for wour compuber's opersting systen,
| L Weloome sofoware, and hardears,

[ pick updates b instad
] ‘wnchoes Updabe stans your computer and provides you with 3 sehection of

[ Reviem and inestall upsates updahes bareed st foe o,
Other Dptions
C Yiam installation history a Sean for updates

[ Personskzs ‘Siodous Lipdsts

Toke ‘Wirdins Update doss not collsdt any Fon of personally identifiabl
Gep Alia iriformation From your comgober,

Pred car privacy stalemert

L moout windows Update

[ Support Infoemation —I'
-

B 2002 Microsoft Corporation. All rghts resarvad.  Tarms of use.  Accassibility.

| Dowradin from sk e: hitpe hirdomsUpdate, maascft.com) [T | tterret :

After scanning for updates, you see what patches are available for you to install. What you will
see on your computer will almost certainly differ from the window shown below, but you get the
idea about what’s going on.
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This example shows that there is one critical update and service pack available for the computer
used in these examples. By clicking the left mouse button on the Critical Updates and Service Packs
(1) button, you see what the patch does, how big it is, how to install it, and if it can be uninstalled.
This is much of the information you need to fill in worksheet for Task 2. From this screen, you
select the Review and install critical updates button to start the process of installing this patch on
your computer.

Fie  Eft Wik Favortes  Took  Help

wicch - o - B [E] o | Disearch ravorss Feeds (3| By ShEd - EH B
aciag: (] bt wndome.pdabe mizoeck comfanidefaut acp x| e ks
W

“Windows Update

Homie | Windows Catalog | Office Update | Windews Update WoHddwide

Windows Uipdate P@Ck updﬂtEE tCI II'IEta"
‘Windows Update has found 1 ontical updates for wour compuber .

[ Wekone
[F] Fick ispelstes ko iratal

[ Crtical Updates and
Service Packs (1)

[ trdows 2000 (0)
[ Driver Lipdates (0]

Cl ﬁvlewndirrstd updates
1

B roviess snd instal ertical updates

Diter Dyplisens
[ Whew sk aliion histore

Micreaolt Serporation &l right

B 2002 i rasarvad. Tarms of uie.  Beced sibiity

gl none [T [ anesenet &

Similarly, by selecting the Office Update button near the top of the Windows Update screen, you
see something similar to the next window shown below. Again, the update process scans your
computer for any updates that are appropriate to the Office products you’ve installed. Simply
select Use automatic detection to find the latest Office product updates for this computer to scan your
computer. The results of the scan show the relevant patches for your computer. You select what
you want or need, and then install them as you did with the operating system patches we
discussed previously.

Fie Bk Ve Favohes Tuk e | & |
b - & - Q) | Doewh GlFmes @eds B0 FE-H 4
s [B] et micresoft eomfproduch.pdates] 2| o s
Googhe = | Bhsearchweh GiSearhSte | THTRS hpace irfo « [FLn - i
fiGE Product Updates
| o8 [
ﬁ Qffice Home: | * ‘5 1 m Uge automatic detection e find the latest Mjce diict igidates
[ i fur this computer,
Gek tn Work | w e L |
Design Galkry Live % i . - _
| - snliom 1y i ’ . -
Terglste Galary r| etechom can take up b one minoks cver & kbps conmecan

nssistance Cenber . T
Sign wp for the Tools on the Web newsletber bo rective nobification when nes updates are rebzased.
Office eSarvices

Office Update Downlead Free Office Tools, Add-ins, and More Upgrade and Deploymest

Product Updakes

s ot imimbinlcl b | : Hnd: Mffice Comverters, Rdd-ins, and Yiewers replay Froduct Updates
Doweload Cankar Insidd [x] ati
| | yigit tha Offcs Downlosd Canter to get Office Assistants, | nide ¥ Organkzation
| ot -innriee crd e Finel bnls and infarmatinn fre ﬂ
18] bt ot iee: mcrcsolt comfprochuchupelahes mantCatalon, s [ [ gt &

Both of these web pages also let you see which patches you've installed, when you installed them,
and where the patch came from. This is a helpful way to see what you’ve done so far.
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Operating a Firewall Program

The product shown in the examples here is the Tiny Personal Firewall (TPF) product from Tiny

Software, Inc. Presently, Version 2 is free for home use, but there are newer versions that have
more features, such as content filtering. At a minimum, you should install Version 2 if you plan to
use it the way the license allows. These examples use version 2.0.15A.

The first task to do with TPF is to make a backup copy of its rules. To do that, you need to copy
the C:\Program Files\Tiny Personal Firewall\persfw.conf tO wherever your backup files are located. It

is best to do this when TPF is not running so that the current rule set file is not being changed

during your copying operation.

The first window in this section shows the default rules that TPF uses to control access to and
from the Internet. You get to this window with Start—Tiny Personal Firewall—Personal Firewall

Administration—Advanced.

Fiber Rules | Micrascdt Netwarking | Miscelaneaus | Amplcations MOS |

|| Aulz Descrintion Frotozel | Local
=) iH:".', Loopback UDP/TCR [Botk)  [dewy pon)
re ey DNS LD o) [y pat]
[ Ahe =k Duigoing ICMP Echo Fequnst ICHP (D] [
Axe = Incoming [CMP Echo Reply ICHF [In) [drg]
E 1% Lozal Secutip Autnoiiy Syshem Service  UIOP [Aath) [y paet]
[ = Locel Secuiyp 2oty Syshem Servee TCP |Oul) [y pat]
[ B = Wiridows Lagon Apahzalian [LOGP) TCF [Oul) [y peatl]
[ ahe =k Miciosel-0S TCP [Qul) [itery pot]
F 15 Servoes Application UDP/TCR [Bolk)  [Awwy pot]

i e Diedet:

| Remote:

1270001 g pant])
[y addess] (53]

[Any addieas]

[Anp adciess]

Ty adciess}[EE]
[Anp addiess| any poit]
I:.ﬂny-:lddlrssl.ﬂml
[Awp addiess] [445]
[y addiess] Ay pont]

| Application

Ay applcaton

Ay application

Ay application

Ay application

C:AWARH TEYE TEMIALEAEE EXE
C:AWIMH THEYSTEMIALSASE EXE
CWwWAMH THEY S TEM 32w THLOGO M. EXE
Ay applcaton
CAWANNTAEYETEM 3 EERVICES EXE

[ Ak lor action whan na il & found

0t | cancel |

Aonly

oyl

Notice that the Ask for action when no rule box is checked. This means that any time traffic is sent

to or received from another computer and it is not already referenced by one of these rules, a
window appears that asks what to do with that traffic. This TPF feature helps you to screen all

traffic to decide what to do with it. You can slowly fill in the rows and columns of the checklist to
answer the template tests described in Task 4 - Install and Use a Firewall Program.

Let’s try to fill in one of those rows in that checklist. To do that, we’ll run an application to learn
what connections it makes. Based on what we learn, we’ll gradually configure TPF so that it allows
the connections we want and need, and nothing more. The application chosen for this example is

AOL’s Instant Messenger (AIM). We'll assume that AIM and TPF are already installed. We'll also

assume that TPF is running with the default rules as noted in the window above.
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Once we start AIM, we begin to get new windows
similar to the one shown here, Outgoing Connection @

Tiny Personal Firewall B i

. : I
Alert! From this window, we know the name of Outgoing Connection Alert!
application making the connection (c:\program

- Tinie: 05 Aug/2002 161505
files\aim95\aim.exe) and the remote location to

Remate:  bucp2-vip-m.blue_aol. com [64.12.161.185]. port

which it wants to connect (both its address - 5190 - TCP

64.12.161.185 - and port - 5190). We then need Delsl:  [aniooTn — T

to decide if we should allow or deny the connection bttt Ll L e e

and if we should make it permanent. 16412161 785]. port 51490 =l
Diatails about apphcation :

According to the suggestions in Task 4 of this PP e —— B

booklet, we don’t know the answer to either of g =

these yet, so we’ll be conservative and deny the
connection. We won’t update the rules just yet
because we don’t know if we want to make that Peamit Dey |
decision permanent. We'll do both of these by
selecting the Deny button. For now, we'll just wait
and see what AIM does with our decision. [Euseiize fuls

[~ Cieate aporopriate fiter nule and don't azk me 2gain

Immediately, the exact same window pops up again, so we’ll deny it a few more times to see if it
eventually goes away. After a few more tries, we've learned that it won’t go away, so now we
need to allow the connection. We'll only click on the Permit button to temporarily allow that
connection. We've not quite ready to take the plunge and updated any of the rules just yet.

Once we permit that connection, another window
like that to the right appears. We'll follow our @

Tiny Personal Firewall o
strategy and deny that window for a bit to see what Outgoing Connection Alert!
happens. Eventually learn as we did before and

_ _ O5/Aug 2002 16 2410
permit the connections.

Fiemole: 2051888200, port 5150 - TCP

So far, we've learned that AIM has connected to Detsis:

two computers — 64.12.161.185 and T o B
205.188.8.201 - both on port 5190. A reasonable =l
conclusion at this point is that AIM needs to Deetails about 2ppication

connect to at least these hosts on these specific N e N e 5
ports as part of doing its job. Let’s continue our % =

investigation.

Perrit Deny |

[~ Create aporoprate fibker il and don't ask me again

Cugamize rle

We’'ll stop and restart AIM to observe its behavior. We're trying to learn if it makes any other
connections or if those we've observe so far are the only connections AIM uses. What we'll find is
that it wants to connect to more computers - this time on 64.12.161.153 - again on port 5190.
We'll save some time and immediately allow those connections.

At this point, we've learned that AIM wants to connect to a series of locations in the aol.com
name space. Each time, the port number of the location is 5190, so we’'ll assume that that is
AIM’s preferred port. Based on what we've learned, we're willing to accept the fact that AIM
should be allowed to connect to any host within the aol.com name space but only on port 5190.
Now we can begin to add rules that allow these connections without prompting us for our
approval. We will designate these connections allowed and permanent.

To do this, we’ll stop and restart AIM one more time. Instead of temporarily permitting individual
connections to aol.com computers, we’ll select the Create appropriate filter rules and don’t ask me
again button to make them permanent. Selecting this button turns on the Customize rule button,
and we'll click on it. We get the first of the pair of windows shown, and we’ll change it to match
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the second window of the pair. We are allowing AIM to connect to a specific computer at a specific
port and nothing else. This is the permanent test.

— Local Endpoint

% Create ruls for any local port
" Create e for this local pot ok

.

~ Local Endpoinkt

% Create e for any local port
i Create ne for this local port only:

= Hemlﬁe Endpaint

i* Create e for any remote address

i~ Creale rule for this iemote address ok [54.12.161 153

% Create rula for any remote port
" Create rule for thiz remote port only:

GE.

Ok | Cancel |

— Hemaote Endpoint t%
 Cieate nde for any remote addiess

% Create mubs for thiz remaote addrezz only: IE;4_1 2161153

" Create e for any remobe post
* Creste nibe for this remaote port oy

|51 a0

Ok I Cancel ;

Once we've selected the OK button, we’ll get back to the original popped up window, where we'll
select the Permit button. This is the allowed test from the template tests.

What we're doing here is to only allow AIM to connect to port 5190 of very specific computers on
the Internet, and nothing else. When we restart AIM a few times to let it connect to all the

available AIM servers, we'd end up with something like the Firewall Configuration window shown

below. What you see on your home computer should be similar.

Firewall Configuration

Fier Fiules: | iiciosolt Nateorking | Miscalaneous: | Apphcations MDS |

| 1 Rl Direipticn | Protocd || Lomcal
B &5 Loopback LDF/TCR (Both]  [fry port]
B sxetg s LIDP (Bt [y prort]
] v = Oudipoing ICHP Echo Reuaest ICMF [00d) [Arw]
E A4 |ncoming ICMF Echo Reply ICHMF [In} [Erw]
B LIS LocalSecuiy Aty Spzem Service. LIDP [Bath] [ part]
Cl= Local Secuity dotbailp Swsesm Service TCP (Dul) [y pert]
B & = wiidoms Logon fppheation ILD6F) TER (3w} Ay peet]
[ fer = Microsait DS TCF (D] [ part]
BEIC15 Senvices Applcation UDPTOR Both]  [Ary port]
B &= 500 Instoek Messerger [5H) TP (O] [Py part]
E ,ﬁ-’ A0L Instart Messerger [Sk) TCP (D) [y port]
= 1&"' BOL Instak Messerger [SH) TCP [Dul) [Arw port]
=0 0L Instart Messarger [SH) TCP (D) [Eurw port]
B &= 500 Instent Messerge: [5M) TER (0] [y pet]
B A=k 200 Instart Messerger [SH) TCP (Dul] [ary part]
= ‘ﬂ,ﬂ‘ BOL Instaid Mezserger [SH) TCP (D) [Ara k]

Add (i I Edit I [elpie

| Remote Applcation
(12700 F[Ery part] Ly spphostion
[Anw addezs 53] Lmp apphoation
[any adchiesss] fanp apphcation
[#iny sddress] By spphoation
[Ainy sckchess}EE] CIMHT LSS TEM AL SASE ERE
[ ackchiess s [y poit] CUsINHTUEYSTEMANLEASS EXE
[ sddeecse |54 CARINNTAS Y S TEMIINANLOGON EXE ﬂ
[Einy sddressE[445] Lny apphcation
[ ardckesas} flnp poat] COIMNTLCSYSTEMINSERVICES EXE ﬂ
[E 12 263 (50 CAPROGRAM FILES AIMIRAIM EXE
[E4.12 26041 [57130] CAPROGRAM FILESWAIMEENIM.EXE
[E4. 1227 9F[5130] CAPROGRAM FILES AIMSSNAIM. E-E
[B4, 12167, 153} [5150) CAPROGRAM FILES AIMI5AIM EXE
[E4.12 760155 [51430) CAPROGRAM FILES\AIMARAIM EXE

(205, 12,8, 200} (5130
[0 12208 3} (5190

CAPROGRAM FILEZWAIMPENAIM.E-E
CAPROGRAM FILESVWAIMSERAIM EXE

[ s, B achon when no e & bound

O Caread
| |

Apply

£

We now have the rules that let AIM connect to the computers it needs to do its job. We've filled in
a few rows in Worksheet for Task 4. On your home computer, you’'d keep doing this for each
application you use. For now, you need to keep the Ask for action when no rule is found box
checked. This keeps you in a learning mode without granting any extra privileges in the

meantime.
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Eventually, just like the security guard, [[Eogiy

you’ll create a new rule that denies
everything else. The Filter rule window
shows how to set this up. To get to this
window, go to Start—Tiny Personal
Firewall—Personal Firewall
Administration —Advanced—Filter Rules
—Add. Click the OK button to create
the rule, and use the up and down
arrows to make sure that this rule is
the last rule. You may also want to
check the Display alert box when this
rule matches button for a while so that
you can be sure that you are denying
what you want to deny.

21|

Prﬂu::ﬂl.' .'b.ﬂ_'r' -

Direction:
Local endpoirt

Both drectians 'i

Applcation

R emote endpoint
Siddiess ype:

|.5.n_l,- address :I

Rule vakd
[ bays =

~elion :
 Pemit ‘:’ [ Log when thiz e match
[ Dizplay alert box wharn thiz rule match

* Deny
cocs_|

Notice that in the Filter Rules tab, each rule lists the application and the constraints place upon it
by that rule. If the constraints on the application were based solely upon the application’s name, it
would be all too easy for an intruder to replace that application with another that does its
designed task and perhaps a little more. For example, imagine the AIM application also connects
to some other computers on the Internet for the purpose of also relaying the confidential

information you have on your hard disk.

To reduce the likelihood of this problem, TPF maintains integrity information about each
application referenced by a rule. The Application’s MD5 tab shown below lists this information. To
turn on this feature, check the Check MD5 Signature box.
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Firewall Configurakion

Filter Fules | Micsoscét Metwerking | Mizsellanaous  Application's MD5

[¥ Chack MDE Sigratue

Applicstion | M5 [BINARY]

CAC MM TS Y STEM I SERVICES EXE (4AETCOE0 FF P D2E DECISI34 61 30480
CICAPROGRAM FILESWORIMOCOVCLIENT MAMAGERCMLUC EXE OB EFD4DA2EDEDF2EITIA0TE0
T CAPROGFAM FILE S\WS WEATHERBUIGUWEATHER, EXE 2DEOF38ASDDSERIIR00T L4BERSCAA T
¥ CHFROGRAM FILES\STARMETUwIN3Z 5.1 INGZEHE DOACOIE0 53T AC4E2E MEF SDD2 254604
CICAPROGRAM FILEEA S MANTECULIVEURDATE \LUCOMIERVER EXE JM0EDGAA2IEE BN IAECARSACCHESEN
%:".F‘HDEW FILES\WAIMEEYAIM E-E BOBE3E0EAED0C0AD 454 323BA4FBOICEFS

Dedete Selbct A1 Check &1 Paths I Check MDG How

If you or someone else installs a new version of an application, TPF will notice that the MD5
signature has changed and will alert you. You can decide if the change was expected and TPF
should update its signature, or if something has gone wrong.

The last feature to

demonstrate is putting
password protection on Firewall Miscellansous |
changes to the rules. By

2 Tiny Personal Firewall

— Adminiztration

selecting the Miscellaneous tab, — :
TPF displays the window shown W Authentication | Required
here. This window lets you [% Fassward: |mxxxxx,mx
setup TPF so that it requires a _
password before doing Lonkks Facomont. | ===
administrative tasks. Notice [T Enable Remote Administr ation
that remote administration is
disabled. In the home — Stabishics And Logs Wiew
computer environment, this [T Authentication |= Required
restricts those who can change _
the rules on your firewall. Hai |mxmm
Leave this turned off so that Confirm Password: Ixxxxxxxxx:c
only someone sitting at your
home computer can change the I Enable Remote Access Ta Statistics And Logs
firewall’s operation.
¥ Enable DMS Resalving ¢ Run Manualy
¥ Check For Mew Wersion & RunAs Service

] Cancel Apply
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The more important of the two passwords Tiny Personal Firewall
that can be set is the firewall
administration password. You should add Personal Firewal is running on
an administrative password to guard

against unexpected changes being made to ~ * Localhost

your rules. You may choose to add a " Aemote computer [a hostname or an IP address)
password to the statistics and logs if you
wish to restrict access to them. Remember Host : |
to use the guidelines given in Task 6 - Use
Strong Passwords when selecting a Authonze using
password. ; . .
Cornect to: ¥ Admin configuration
With an administrative password, attempts " Status window
to access most of TPF’s features are first
greeted by a window similar to that shown Paszword ; |

here (beginning with Personal Firewall is

running on). For your firewall on your home

computer, you will connect to the computer Conrect | Cancel
identified as Localhost. Once you've
entered the correct password, TPF operates
just as it did before.

Tiny Personal Firewall from Tiny Software, Inc. is a firewall application that gives you control over
the connections that your home computer makes. It has a learning mode that lets you review
each connection as it happens. You can learn what your home computer is doing and allow only
those connections that you want and need. Through integrity checking, even small changes to
applications are recognized and can be used to disallow future connections. TPF administration
can be guarded by a password.

Encrypting and Decrypting Files

File encryption is one way to guard against losing information confidentiality if a file be stolen or
in some other way captured. This section shows an example of a file encryption tool. There are
many file encryption tools on the market. The tool selected for demonstration here is HandyBits
EasyCrypto Deluxe. Version 5.5 is free of charge for personal use. It runs under many versions of
Windows, and the examples shown here are run under Windows 2000.

EasyCrypto Deluxe is integrated into Windows Explorer so that you can easily encrypt a set of files
and folders by selecting them and then right clicking to bring up the encryption menu. To
demonstrate this, let’s first create a simple file using the Notepad application
(Start—Programs—Accessories—Notepad). The window below shows Lincoln’s Gettysburg Address
saved in a file named Gettysburg Address.txt.
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&) Gettysburg Address.txt - Nokepad o i B [m] S|

File Edit Formak Help

Fourscore and seven years ago our Tathers brought forth on this continent a new

nation, conceived in liberty and dedicated to the proposition that all men are
created agual.

Mow we are engaged in a great civil war, testing whather that nation or any nation so
concaived and so dedicated can long endure. we are met on a _great battlefield of that
war . We have come to dedicate a portion of that field as a final resting-place for

those who here gave their Tives that that nation might Tive. It ds altogether fitring
and proper that we should do this.

[But in a larger sense, we cannot dedicate, we cannot consecrate, we cannot hallow
this ground. The brave men, Tiving and dead who strugg1ed here have consecrated it
far above our poor power to add or detract. The world will Tittle note nor Tong
remembar what we say here, but it can never forget what they did here. It is for us
the Tiving rather to be dedicated here to the unfinished work which they who fought
here have thus Tar so nobly advanced. It is rather for us to be here dedicated to the
great task remaining before us--that from these honored dead we take increased
evorion to that cause for which they gave the last full measure of devotion--that we
here highly resolve that these dead shall not have died in wain, that this nation
under God shall have a new birth of freedom, and that govermment of the people, by

he people, for the people shall not perish from the earth.

=l

Abraham Lincoln ,:J

The next window shows it stored on disk. This is the Windows Explorer view.

File Edit View Fawerkes Tools  Hel |

duBack + = - (2] | @Search [yrolders (B FZ W ¢ = Bl

= L kemp' Home § =101 x]

Sedeck an tem to view ibs description,

Sea alsor

My Documents

By Mebviork Flaces
My Compuber

Address | 3 C:\remplHoene =| @se |L1'nk.'l'r &
L *—’J Name - [ Size | Type [ Modiied I
IEI Gettyshurg Address bt ZKE  Test Docurient AJEJ2002 2147 PM
e
Home

[t abject{s) 1.45 KB =] 1y Computer

To encrypt this file, select it by clicking once with the right mouse button on the file’s name, and
menu will appear. Because of the integration into Windows Explorer, that menu will contain an
item appropriate for the type of entry. That is, since this file is not encrypted, the menu will
contain an Encrypt item, as the window below shows.
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& C:\tempiHome ;lEIE]
File Edit Wiew Favorites  Took  Help

daBak - = -El@ﬂaach L4 Folders ‘3|55'E'3X |:Eh-illlﬁ'

Address I,j CiltemgiHome ﬂ &G0 I.i'lk.'l- ki
:‘i». = & | Mama ¢ | Size | Type | Modified [
! L [El}cettyebing addrass | R BIG2002 2:47 P
e
Home
Getbysburg Address.bxt Audd ko EasyCrypko ZIP
Tewt Dooument
Cpen With 3
Modiied: B/G200Z 2:47 PM ) add to Zip
SGze: 1,45 KB o5 Add ta Gettysburg Address. zip
= i !

Nilrtokes: (ol i & Iip 2nd E-Mall Getiyshurg Address.zip

Encrypts the sebeched bems e ' A
When you select Encrypt, the [ sy S [=1JE|
next window (Encrypt Files) Fl: Edt Wiew Sstthgs Help
appears. This window shows HandyBite 57, Didyou know ., d¢ Bock  dmPrev. b
the name of the file to be % @ LEE:E':;EE;E Lrsll.;ig:tﬂﬁalimtmmss butbon in Exploves, choose Encrvpt,
encrypted. The Show Password -
box is checked so that you can = Encrypt Eiles
see the password used to

T o 1 t flefs) pleass antes id. then dlick the
encrypt this file. This is not the I% % E:;;ﬁ"ﬁ.miﬂ@n i et ASAFL.
default, and in general you Encrypt
shouldn’t check this box. Files Entes passward | Get password fcen. | ﬂl
Showing a pa_sswo_rd in the . [t s 2 1o & ST [
clear makes it easier for E o
-] Vedieation  |thiz iz atest

someone to look over your S
shoulder and see the Files e [Shoti aasiond
password. Clicking the Encrypt
Now button encrypts the :
selected files. EasyCrypto %
removes the clear text version Creals |/ Nan | In Folder | Size | Tupe |
once |t has been encrypted' Archive i] Gelyzburg Address b4 C:MernphHome 1K Tew Docurem
This helps keep your
confidential information private [ sbiecs). Tetal 1k . I 125 it

since the readable copies are
destroyed after encryption.

Now, to decrypt the same file, use Windows Explorer again in the same way. Notice this time, the
menu item has been changed to Decrypt because the selected file is encrypted.
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& C:\tempiHome - =10
File Edit Wiew Favorites  Took  Help

Bk + = - (2] | DiSearch ChFokers (A |0 0% x = | ED-

Address | 1 C:ltempiome x| @80 ks ®
:-i». (o L] & | Wame ! | Size | Type | Modified [

Ll REDEDEEE oo afej2nz 247 P

Home )

Gektysbur SR

Aises ot rcrped e b

£} Zip andd E-Mail Gettysburg Addvess.bib.=p

Modifled: 862002 2:47 PM

Siae: 149 KB i ST '

e (= pap v
Decrypts the selected items o &
The window that pops up [ e =B8]
has also changed since the Fie Edi view Settigs Hep
action to be taken - HandyBits 7., Didyouknow.. 4% Dack  dmprey,  sbNex
decryption - is also Eam dodt Moucan click afle with the ight mause butlon in Explaier, choose Deciyst,
different. Again, notice -M o, endEassbumto wil stat
that the Show Password " ”
box is checked, as is the o Deerypt Az
Open File After Decrypting. @ % To decrypl lilefs] please enter passward, then cick the
This is especially useful if b4 ' PEERERETALL D Add Files...

H M
jou e SOOI EN T ot | oesri |
decrypting it first and then — - Dieciypt Mow |
encrypt again it with the Password [t atest o
changes you’ve made. Doeriat sl
Once you click on Decrypt Files
Now, it will be decrypted -
and the appropriate b [ RUEE R el S
application started to open %
the file. Create Hame | In Folder | Size | Type Il
ATCRIVE | 3% Genpsbiung Addiess ba,... CMemp'Home 1K Enciypted Fie
[ objectis), Total 1K | | 125 bit

In this case, the date when the Gettysburg Address was delivered — November 19, 1863 - is
added below Lincoln’s name, and the file is then saved. To encrypt again, select Edit—=Undo. The
window below shows the encrypted version as it appears in Windows Explorer.
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= C:temp’ Home ] e oy ] 4
File Edt Wiew Favorites Tooks  Help [

dBack - = - (] | Dsearch [LFoders P | B T X = | ED-

hddress |_D - \kempl Home j o |1.hh5 ”‘|5
A d = Mame ¢ | Size | Type | modified [ i
| I—i @Gattk'sh.rg Address bk Encryped 2KE Encrypted Fie Bfef2002 323 PM
e
Home

Zalect an ikem to view its descrption,

San also

My Dioouments

My Metwoark Places
My Computer

[1 objectis) 1.52EB LZ My Computes 7

The next window shows the decrypted file, along with date change just added.

& Gettysburg Address.txt - Notepad T o |=] 3|
File Edit Format Help

Fourscore and seven years ago our Tathers brought forth on this continent a new =
nation, conceived in Tiberty and dedicated to the proposition that all men are

created equal.

[Mow we are engaged in a great <ivil war, testing whether that nation or any nation so
conceived and so dedicated can Tong endure. we are met on a great battlefield of that
war. we have come tTo dedicate a portion of that field as a final resting-place for

those who here gave their Tives that that nation might Tive. It is altogether fitting
and propar that we should do this.

[But in a Targer sensa, we cannot dedicate, we cannot consecrate, we cannot hallow
this gruund. The brave men, Tiving and dead who strugglgd here have consecrated it
far above our poor power to add or detract. The world will 1ittle note nor Tong
remember what we say here, but it can never forget what they did here. It is for us
tha Tiving rather to be dedicated here to the unfinished work which they who fought
here have thus far so nobly advanced. It is rather for us to be here dedicated to the
great task remaining before us--that from these honored dead we take increased
evorion to that cause for which they gave the Tast full measure of devotion--that we
here highly resolve that these dead shall not have died in wain, that this nation
under God shall have a new birth of freedom, and that goverrnment of the people, by
tha people, for the people shall not perish from the earth.

Abraham Lincoln
Movember 1%, 1863 .:J

Encrypting files is an extra way to guard against losing the confidentiality of information if the files
are stolen or in some other way captured. Remember from Task 9 - Install and Use a File
Encryption Program and Access Controls that the encryption method should be strong enough to
safeguard the information during its useful lifetime. The product that has been shown here -
HandyBits EasyCrypto Deluxe — uses strong encryption to achieve that goal.

Adjusting Access Control Lists

The reason for adjusting access control lists (ACLs) on files and folders is to grant only those
permissions needed for your home computer’s users to do what they need to do. Just like
important papers stored in a locked file cabinet, ACLs lock access to the files and folders they
guard. The examples of setting ACLs use Microsoft Windows 2000. Please note that only Windows

NT, Windows 2000, and Windows XP have ACLs. If you do not use one of these systems, you can
skip this section.
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Where do you find the ACLs for a file or a folder? Before answering that question, let’s first create
a folder and put a file in that folder. We’ll work with this test folder and file to show how ACLs
work and how to adjust them to restrict access. The folder we’ll create is c:\temp\Home Computer
users. We'll use Windows Explorer to create it. We'll then add a file named "Restricted File" to that
folder. We'll use the Notepad application (Start—Programs—Accessories—Notepad) to create it.
The window below shows the contents of this folder after we've created this file. If your computer
does not have a c:\temp directory, You need to create it first.

&' Home Computer Users
File Edt View Favorites Toals  Help -
ek - > - ()| Qe (o 3| T X 0 -

Address | 3 CiikempiHome Computer Users :] &G0

= [ Hame - | Siza | Type | rodFied |
L e =
L [E]) Restricted Fie I 1KB Text Document BfF[2002 7:52 AN
e

Home .Cumputer
Users

Sefeck an kem bo view ks description, l%

Ses also

My Docurmerts

My Mebwork, Places
My Cormputer

1 object{s) |40 bytes =2l Ity Computer

Click with the right mouse button on this file and you’ll see a menu similar to the next one shown.
Next, select Properties from this menu and the Restricted File Properties window will appear as
shown. Finally, select the Security tab and you’ll see a window similar to that shown with the
Security tab on top. This window shows the access control list for restricted rile.

Open Festricted File Properties JEi =
Prink Gererel | Squnty | Summary
Edi with Yim
Opu:'l.l'ﬂh , IHE-Sh'iI:IEﬂFIlE'
Scan with Norton Antivirus Tupeof fil; Tt Docurert
g Add to Zip Opene vt &) Motepad Change. .

ol Add to Restricted File.zip
Location C:\lemphHoma Computes U

Send To r Slea: A1) s 40 ]

PR 9 Sizeondak: .00 KB [4,096 bytes)

Cut Cresled: Tooday, fagas 07, 2002, T.5227 AM

Copy Modified: Toochay, dwsguast 07, 2002, T 5227 &M

Create Shorbout Accoped  Today, Avost U7 2000 75227 &M

Delete Aibeker: [ [Readionk] [ Hidden Advanced...
Rename

ST ok | Caneal | oo |
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Restricted File Properties 1
General Seaite | Summary |
Hame .
iEveone
Paimizsion: Alow Derg
Full Conlinl O
Modiy a
Fead & Exacuts O
Fiead a
Wi a O
Advanced..,
I .ﬁ.lg!niimhbbpemi:siuwﬁu‘npawkhptmgduh&i:
object
Ok I Cancel Ao

From the Security window, we see that an entity named Everyone has Full Control over restricted
rile. This means that everyone who can access this file can modify it, read it, and write in it. This
access control list is too lenient and needs to be adjusted.

To restrict access, we need to add the users who need access and remove those who don't. In
addition, those who need access also need the right type of access. These are the watchful tests
from Task 9 - Install and Use a File Encryption Program and Access Controls.

The user who needs access to this file is Irr, the author of this document, and the access that he
needs is Full Control. The Everyone entity should have no access. Now that we know who needs
access and the type of access, we can proceed.

First, let’s add Irr to the access list. We begin by clicking Add on the window on the left. When we
do, we get the window on the right. We scroll down to the user we want to add - Irr- and then
click Add and then OK.

Restricted File Properties E T

3 Select Users or Groups -ﬂﬂ
5 i
Gerwal Secutly | Summay | Lookin | 8] HaLLER |
;”* ﬂg‘j Marie [ 1r Febede [ =]
T SYSTEM
Q TERMIMAL SERVER USER
€ addviishatoe HAlLER
i Guest HALLER J
¢
Admirichstors HaULER
Femizzions: Alow  Denp Rackup Dperavorcs HALLER: =l
Full Cariral o] O E,, I Check Mames I
Moy O
Fead & Exscubs D <4 Typpe names sepmaled by semcckan: o chooss hom et 23
Riesd O
winle | a
Advanced..
[ Alow inherilable: pemisEons om paert ho propagati 1o this
abject
ok I Cancel Apel; ks | Cancal ]
&

This gives us the next window, which we then change to the window that follows it by giving Full
Control to Irr.
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Restricted File Properties x| Restricted File Properties x|
General  Securly | Summan | General Secuily | Summany |
Hame: | Hame: | d I
€3 Eveiyens = £3 Eveyens B
#F Lawience B Rogers (HALLER i) S € Lawience B. Rogers (HAULER T i
Femmizsians: ﬁl& Dreny Fermizsians: Alow  Deny
Ful Coeitiod o 0O Full Costict M 0O
ey O a iy | O
Fiead & Exacite a Fiead & Exvaciie [ a
Fead O Riead Ly | O
il O a il a
Adancad... Advancad...
meﬂhbhpuw&mrmmmhpmpawmﬁ: thwﬂuhbhpuw&ﬁwfmmuhwmﬁg
ol ohesct
0t | Comel | ek | 0k | ceel | deeh |

Next, we're going to remove Everyone from the access list. We left click on Everyone and then
click Remove. When we do, we get a warning (shown) that we can’t remove Everyone.

.f! Yiou canmak remowe "Everyona” bacause this object is Irﬂ'ﬁﬂtﬁi permissions from its parent, To remove "Everyona,” wou must prevent this object Fram inbsariting
i petmissions. Turn off the option for inberiting permissiors, and then try remaving "Everyone” again.

This means that we need to uncheck the Allow inheritable permissions from parent to propagate to
this object box. When we click OK, we get a set of choices, as shown in the next picture.

X

'ou are preventing any inhentable perniz sions from propagating to this
® abjzck What da vou want ts da?

- To copy previouz )y inherted permizions to thiz object, click Copy.
- Ta Remaove the inherted permizsion: and keep onlp the pemizzions

explicitly specified on thiz object, chck B emove.
- To abort thiz operation, chck Cancel.

EDDH Remove Cancel

20 of 24



We'll click Copy, and then the Restricted File Restricted File Properties i 2] x|
Properties window reappears. We'll select Everyone
again and then Remove. When we're all done, we'll

see something like the Security window here. We’'ll Marre Add. |

Geneal  Secuy | Summan |

then click OK. The restricted File NOW has the € Lawrence Al Rogess (HAULERMr]
permissions we want: Irr has full control over the file,
and all other users have no access at all.

If we want all files in this folder to have the same
permissions, we need to adjust its ACLs as we did
above. After a while, the process may become
unwieldy. Perhaps we’d even forget to adjust ACLs for Full Conirel
some files. The confidentiality of these files might be Madly
compromised because some of the files may not be Fead & Execuie

=

Pamiszions: Alave ey

KR EEE
aoooo

A Fead
appropriately secured. Wiite
Fortunately, there is a better way to adjust all files
and subfolders in a folder, including those yet to be Advanced...
created, so that they inherit the permissions from a r »i‘m inheritable permizzions from parent o propagata bo this
[=]e ]

parent folder. We'll set this up next.

G | Cowo | ooy |
i

We first need to move to the parent directory, c:\temp, [l aRe i ool e ]
so that we can work on the zome computer users folder. General| Shaing Secuity |
Once there, we'll right click on that folder, select
Properties, and then the Security tab. Initially, it looks Mame | dudel
like the window shown here, with Everyone listed in efiEveyore ]
the Security window. We'll repeat what we did before, il
except that we'll do that to a folder instead of a file.
Those tasks are: add Irr with Full Control, turn off the
propagate permissions check box, and remove the
permissions for the Everyone entity. Cam [j% Deny
Fuil Controd
iy

Read & Execule
Lizst Foldes Conkentz
Fead

wihile

Advanced... I

=] Al ichentable pemessions from parent to propagate ko iz

object
I [0]4 I Cancel I Apcly I

BEEEEE| F
oooooo

When we're all done, the window looks like the next window, with Irr listed. However, before we
click OK, we need to do one more thing. We need to click on the Advanced button to bring up
another window. This new window lets us propagate the permissions we've just set to all files and
subfolders in that zome computer users folder. This window looks like the one shown with the
Permissions tab on top and Permissions entries listed.
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Home Computer Users Properties i[_ﬁl

General | Sharng  Secuiily |

€ Lawience B. Rogers [HAULERNK]

Peammizzicng: Bllow Deny
Fudl Cartral a
HModiy (m}
Fipad & Execute O
List Folder Cortents = O
Fead O
WWite = O

i - ||
p Lt el

- Al inherkatls pemizzons flom pament ko propagate to this
cbject

ok, Coneel | apob |

Access Control Settings for Home Compuker Users Alx|

Pesmezsions | Audting | Owres |
Fesmruszion Enines:

Twpe | Wame | Pesmizsion | Applv to |
Follow  Lawrence AL Fogers (H.,  Ful Contid This fakder, subloldes ard files

sdd. | Remeve | wiewEdL

Thiz permizzion iz defired directly on thiz abject. This permizsion iz inhenbed by chid objects.

[ #low inbsesitable peimissons from parent bo peopagae bo this object
v Hezet pmimizsons on &l chid objscts and ensble propagshon of mhentsble

(DT EHDE,
§K|5m| spey |

Notice that we’ve checked the Reset permissions in all child objects and enable propagation of
inheritable permissions box. We’ll then click OK and we’ll be greeted with another new window.
We'll click Yes here too and then we’ll be done.

;" This will remave explicithy defined permissons on &l child objects and enable propagation of nhetitable pesmissions to those dhild objects. Onby inferkablie permissions:
[ » propagatad From Home Compuber Usars will bake effact.

Do o welshy by conknue?

(e 1w |

The Home computer users folder is now set up so that Irr has Full Control and no one else has any
permission. Further, all files and folders that will be created later in that folder will have the same
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[top]

permissions. We'll test this next.

To verify that we’ve done what we think we’ve done, let’s create a new folder in Home computer
users Using Windows Explorer. We'll name it Test rolder. Once created, we'll check its permissions
by right clicking it, selecting Properties, and then the Security tab.

&0 Home Computer Users ﬂﬂ
File Edt Wew Favorites Tools Help ﬁ
WeBack + = - (1] | Qseach [yFolders $ | Y 05 X = | -

Address |3 Cr\bemp\Home Computer Users j 6o
= =l = Name Size | Type | Modified I

L Restricted File LKE  Text Docurnent 8f7/2002 7:52 amM
L Test Folder File Folder I7IZ002 1:12 PM

Home Computer
Users

Test Folder
File Folder

Maodified: 8/7/2002 1:12 PM

Altribubes: (raormal)

1 object(s) selected

When we do all that, we get the Test Folder
Properties window shown here. This window
verifies that we've set up the folder
permissions as we wanted them and that they
are, in fact, propagated to folders and files
created in that folder.

If your home computer supports ACLs,
Windows NT, Windows 2000, or Windows XP
for example, then you can guard files and
folders by adjusting those ACLs to satisfy the

needs of the users who need access to them. Permizsions: Allws  Deny

Use the watchful tests described in Task 9 -

Install and Use a File Encryption Program and Full Contiel [ ) O

Access Controls to set those ACLs as needed. by & a
Fiead & Exscute E O
List Falder Contents | O
Fead BE O
Wiite = O

Test Folder Properties

General | Shaing  Secury |

N &

E Lawrence B, Rogers [HAULE R

Riemaowve

Bdvanced.. |

> Allows inheritable permissions from parent bo propagate to ths

object

[ 1]

Cancel
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Certain commercial products are described in this document as examples only. Inclusion or exclusion of any product does 1
imply endorsement or non-endorsement by Carnegie Mellon University, the Software Engineering Institute, the General
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Services Agency (GSA), or any agency of the U.S. Government. Inclusion of a product name does not imply that the produs
is the best or only product suitable for the specified purpose.
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